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BIG BUSINESS
$400-$500 BILLION 

 per year (2 trillion by 
2020 estimated) 

3 IN 10 COMPANIES
HAVE NO RESPONSE PLAN

1 in 14

50%
of small and midsized  
organizations reported  
suffering at least one  
cyberattack in the last  

12 months. 
(keeper Security) 

MALWARE:
200,000 

per day

2ND 
IN GLOBAL CRIME 

STATS - 2016

80:20
CRIME V REST 
(HACKMAGEDDON)

LARGE & GROWNING 
business sector - 

we make it 
 too easy

37%
 

4000
RANSOMWARE

of companies have 
a comprehenisve 

operational response  
plan (mostly financial 

services)

attacks in 2016 
(300% incresae 

over 2015)CCIPS



THE THREAT

MOST MALWARE GETS IN DUE TO 
HUMAN FACTORRANSOMWARE

SPYWARE

WORM VIRUS

BOTS/BOTNETS
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PRIORITISE
• Business critical

• High
• Board Level

• Not just IT

RESPOND
& RECOVER
• Have a plan
• Did it work

THREATS
• Criminals 
• Hacktivists
• Insiders
• Government
• Competitors

VULNERABLILITIES
• IT or OT 
• People

• Risk
• who assesses

PROTECT
• Tech
   and Training

CYBER RESILIENCE    



DATES FOR YOUR DIARY

JANUARY 2018

01
JANUARY 2021

01
CYBER RISKS IN  

SAFETY MANAGEMENT 
SYSTEM

CYBER RISKS  
TMSA ELEMENTS 

7 & 13



P&I COVER

Only 
P&I  

liabilities  
not cost 

of rectification 
or repair or  
uninsured  

commercial losses 
(loss of time/profit 

etc.) 

 Liabilities  
arising from 
Cyber Risk 

are not 
excluded

 Liabilities arising 
from a cyber  

incident may be  
covered under  
the rules in the 

usual way

Prudent level of  
protection: the bar is  
rising don’t be caught  
out - preaching to the  

converted



CYBER AT NORTH

WWW.NEPIA.COM/INSIGHTS/CYBER-SECURITY

 Support CSO Alliance & Airbus are building a 
cyber crime reporting portal (North members get 
discounted membership)

 Be Cyber Aware at Sea Campaign

 Briefings articles and other resources

 Hudson Analytix Cyber risk self assessment tool - 
reduced cost for North members

 Cyber Insights Area


